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Roles and Responsibilities 

The following section outlines the e-safety roles and responsibilities of individuals and groups within Warren Wood Primary School:

	Role
	Key Responsibilities

	Headteacher
	· To take overall responsibility for e-safety provision

· To ensure the school uses an approved, filtered Internet Service, which complies with current statutory requirements (EIS)

· To be responsible for ensuring that staff receive suitable training to carry out their e-safety roles and to train other colleagues, as relevant

· To be aware of procedures to be followed in the event of a serious e-safety incident.

	Computing                       Co-ordinator/ Designated Child Protection/     Safeguarding Lead
	· takes day to day responsibility for e-safety issues and has a leading role in establishing and reviewing the school e-safety policies / documents

· promotes an awareness and commitment to e-safety throughout the school community

· ensures that e-safety education is embedded across the curriculum

· liaises with school ICT technician

· To communicate with SLT  to discuss current issues, review incident logs and filtering 

· To ensure that all staff are aware of the procedures that need to be followed in the event of an e-safety incident

· To ensure that an e-safety incident log is kept up to date

· facilitates training and advice for all staff 

· liaises with the Local Authority and relevant agencies

· Is regularly updated in e-safety issues and legislation, and be aware of the potential for serious child protection issues to arise from:

•
sharing of personal data 

•
access to illegal / inappropriate materials

•
inappropriate on-line contact with adults / strangers

•
potential or actual incidents of grooming
•
cyber-bullying and use of social media

	[image: image5.jpg]


Governors /ICT governor
	· To ensure that the school follows all current e-safety advice to keep the children and staff safe

· To approve the E-Safety Policy and review the effectiveness of the policy
· To support the school in encouraging parents and the wider community to become engaged in e-safety activities

	Computing                   Co-ordinator
	· To oversee the delivery of the e-safety element of the Computing curriculum

· To liaise with teaching staff to ensure effective  use of e-safety resources

	ICT Technician
	· To report any e-safety related issues that arises, to the Headteacher and Computing Co-ordinator
· To ensure that users may only access the school’s networks through an authorised and properly enforced password protection policy
· To ensure that provision exists for misuse detection and malicious attack e.g. keeping virus protection up to date
· To ensure the security of the school ICT system

· To ensure that access controls / encryption exist to protect personal and sensitive information held on school-owned devices

· To ensure appropriate backup procedures exist so that critical information and systems can be recovered in the event of a disaster.

· To ensure that all data held on pupils on the school office machines have appropriate access controls in place

	Teachers
	· To embed e-safety issues in all aspects of the curriculum and other school activities 
· To supervise and guide pupils carefully when engaged in learning activities involving online technology( including, extra-curricular and extended school activities if relevant)

· To ensure that pupils are fully aware of research skills and are fully aware of legal issues relating to electronic content such as copyright laws

	All staff
	· To read, understand and help promote the school’s e-safety policies and guidance

· To read, understand  and adhere to the school staff Acceptable Use Policy

· To be aware of e-safety issues related to the use of mobile phones, cameras and hand held devices and that they monitor their use and implement current school policies with regard to these devices

· To report any suspected misuse or problem to the Headteacher or Computing Co-ordinator
· To maintain an awareness of current e-safety issues and guidance e.g. through CPD

· To model safe, responsible and professional behaviours in their own use of technology

· To ensure that any digital communications with pupils should be on a professional level and only through school based systems, never through personal mechanisms, e.g. email, text, mobile phones etc.

	Pupils
	· have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations

· To understand the importance of reporting abuse, misuse or access to inappropriate materials 

· To know what action to take if they or someone they know feels worried or vulnerable when using online technology.

· To know and understand school policy on the use of mobile phones, digital cameras and hand held devices. 

· To know and understand school policy on the taking / use of images and on cyber-bullying.

· To understand the importance of adopting good e-safety practice when using digital technologies out of school and realise that the school’s policy covers their actions out of school, if related to their membership of the school

· To take responsibility for learning about the benefits and risks of using the Internet and other technologies safely both in school and at home

· to help the school in the creation of E-safety rules and posters

	Parents/carers
	· to support the school in promoting e-safety 

· to read, understand and promote the school ‘s Home-school agreement
·  to consult with the school if they have any concerns about their children’s use of technology 


Introductory Statement 
· The internet provides instant access to a wealth of up-to-the minute information and resources from across the world, which would not ordinarily be available.

· Pupils use the Internet widely outside school and need to learn how to evaluate Internet information and to take care of their own safety and security.

· The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to support the professional work of staff and to enhance the school’s management functions.
· The Computing curriculum requires pupils to locate, retrieve, communicate, collaborate and exchange information using ICT. Thus, access to the Internet is an essential tool for both pupils and teachers. Internet access at school is therefore both an entitlement and a privilege.
· Use of email, mobile phones, internet messaging and blogs all enable improved communication and collaboration and facilitate the sharing of data and resources.

The social and educational benefits
· All areas of the Curriculum can be greatly enhanced by the use of ICT and Internet-based resources. Online activities can engender great enthusiasm and appeal to a wide variety of learning styles. 
· Pupils are equipped with skills for the future.

· The internet helps to improve pupils’ reading and research skills.

· Email, instant messaging and social networking helps to foster and develop good social and communication skills.

· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

· Enables access to worldwide educational resources including museums and art galleries.
· Allows for educational and cultural exchanges between pupils worldwide. 
· Supports professional development for staff through access to national developments, educational materials and effective curriculum practice. 
· Promotes collaboration across networks of schools, support services and professional associations.
· It can improve access to technical support including remote management of networks and automatic system updates.
· Enables access to learning wherever and whenever convenient.

Dangers
· Children/pupils might inadvertently access content of an unsavoury, distressing or offensive nature on the internet or receive inappropriate or distasteful emails.
· Children/pupils might receive unwanted or inappropriate emails from unknown senders or be exposed to abuse, harassment or ‘cyber-bullying’ via email, text or instant messaging, in chat rooms or on social networking websites, such as Facebook, Twitter, Instagram, Snapchat  etc. (Appendix 1)
· Chat rooms provide cover for unscrupulous to groom children.
The social and educational benefits far outweigh the risks involved, therefore as long as users are made aware of the issues and concerns and receive ongoing education in choosing and adopting safe practices and behaviours, there are no reasons why these benefits cannot be used to their full potential.

This policy, written in accordance with BECTA guidance, focuses on each individual technology available within Warren Wood Primary School and outlines the procedures to protect users and the sanctions to be imposed if these are not adhered to.
Procedures for use of a Shared Network

This section outlines what users must do/not do when using a PC/laptop/netbook connected to the schools network.

· Users must access the network using their own logons and passwords. These must not be disclosed or shared.
· Users must respect confidentiality and attempts should not be made to access another individual’s personal folder on the network without permission.
· Software should not be installed or downloaded without prior permission from the administrator. 
· Removable media (e.g. pen drives/ memory sticks, CD-ROMs) must be scanned for viruses before being used on a machine connected to the network.
· Machines must never be left ‘logged on’ and unattended. If a machine is to be left for a short while, it must be ‘locked’. (Ctrl + alt + del followed by ‘lock computer’)
· Machines must be ‘logged off and shut down’ correctly after use.
· The school’s wireless network must also be encrypted to prevent outside users from being able to access it. Procedures will also be in place to ensure this is securely maintained.
· Passwords must be kept safe and confidential by individual users.
Procedures for the use of the Internet and Email

This section outlines the procedures for the safe internet and Email use as by the school.

· Users must access the internet and email using their own logon / password and not those of another individual. Passwords must remain confidential and no attempt should be made to access another user’s email account.
· The internet and email must only be used for professional or educational purposes.
· Children must be supervised at all times when using the internet and email.
· The school’s SMART thinking poster for online safety and ‘Rules for the acceptable use of computers and online safety’ poster are clearly displayed around school and used in teaching.(Appendix 2) 
· Accidental access to inappropriate, abusive or racist material is to be reported without delay to the class teacher/Headteacher/computing co-ordinator and a note of the offending website address (URL) taken so that it can be blocked. 
· Pupils are taught that if they encounter any inappropriate material they should minimize the page                                                              and report it to their teacher. Staff will inform the Computing co-ordinator and the Headteacher.
· Junior pupils are taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.
· Pupils use age-appropriate tools to research Internet content.
· The evaluation of online materials is a part of teaching and learning in every subject and is viewed as a whole-school requirement across the curriculum.
· The school has the latest anti-virus and pop-up blocking software, which is continuously and automatically updated.  
· The school can also request access to blocked sites if they are appropriate and of educational benefit.
· Internet and email filtering software is installed to restrict access, as far as possible, to inappropriate or offensive content and to reduce the receipt of ‘spam’, junk or unwanted correspondence. This is to be reviewed and updated regularly.
· Internet and email use will be monitored regularly in accordance with the Data Protection Act.
· Email addresses assigned to individuals will not be in a form which makes them easily identifiable to others.
· Users must not disclose any information of a personal nature in an email or on the internet. This includes mobile and home phone numbers, addresses or anything which might allow them to be identified. 
· All emails sent should be courteous and the formality and tone of the language used appropriate to the reader. No strong or racist language will be tolerated. Sanctions appropriate to the case will be imposed on any users who break this code.
· In Year 2/3/4/5/6, pupils are taught the principles of email in a safe off-line simulation.
· Bullying, harassment or abuse of any kind via email will not be tolerated. Sanctions, appropriate to the case, will be imposed on any users who break this code.
· If users are bullied, offensive emails received, this must be reported immediately to a trusted adult or member of staff within school. Emails received should not be deleted, but kept for investigation purposes.
· Anti-virus attachments must be first scanned before they can be opened.
· Users must seek permission before downloading any files form the internet.
· All users will be aware of Copyright law and will acknowledge the source of any text, information or images copied from the internet.
· The school also has the following in place to reduce risks associated with the Internet
a) Client Server network 

b) Anti pop-up software (If pop-ups do appear, pupils should be taught to close them with the cross at the top right)

c) Firewall

d) Administrator rights to prevent the installation of inappropriate software

e) Clear planning of and focus to any activity involving the use of the Internet by pupils

f) Classroom management / seating that assist teachers and classroom assistants to monitor pupils’ use of computers.
Procedures for use of instant messaging (IM), Chat, Weblogs, social networking, social media and personal publishing
The following section outlines the procedures of the school regarding the use of IM, chat facilities, personal publishing and social media.
· The use of instant messaging (e.g. MSN messaging) is not permitted.
· Use of social-networking websites (e.g.Twitter, Instagram, Snapchat, Facebook, etc.) is not permitted.
· Pupils and staff must not access regulated chat rooms.
· Children and staff are permitted to join forums which are moderated and hosted by a respectable organisation or to access regulated chat rooms.
· Use of weblogs is permitted. This will be supervised and children will be reminded of the safe practices and behaviours to adopt when posting material, as well as the need to adopt a formal and polite tone at all times.
· Personal publishing will be taught via age appropriate sites that are suitable for educational purposes. They will be moderated by the school where possible.
· Pupils will be advised on security and privacy online and will be encouraged to set passwords, deny access to unknown individuals and to block unwanted communications. 
· Pupils will be encouraged to approve and invite known friends only on social networking sites and to deny access to others by making profiles private.
· Concerns regarding pupils’ use of social networking, social media and personal publishing sites (in or out of school) will be raised with their parents/carers, particularly when concerning pupils’ underage use of sites.
· The school’s broadband access will include filtering appropriate to the age and maturity of pupils.
· Any material that the school believes is illegal will be reported to appropriate agencies such as CEOP, NSPCC etc.
· The school recognises that pupils need to be allowed the freedom to use instant messaging, social networking, websites and weblogs, but aims to educate them into adopting safe practices, whilst promoting awareness of the dangers of these new technologies, so that they are equipped to make their own risk assessment.
Procedures for the use of cameras, video equipment and webcams

The following outlines procedures for the safe use of photographs and video equipment.
· Permission must be obtained from a child’s parent or carer before photographs or video footage can be taken.
· Photographs or video footage will be downloaded immediately and saved into a designated folder. This will be password protected and accessible only to authorised members of staff.
· Any photographs or video footage stored must be deleted immediately once no longer needed.
· Any adult using their own camera, video or camera phone during a trip or visit must transfer and save images and video footage into a ‘password protected folder’ on a school computer immediately on return.
· Children should not accept files sent via Bluetooth to their mobile phones by any unknown individual. If they do, and find any content upsetting or makes them feel uncomfortable, they should pass this onto a trusted adult straightaway.
· Video conferencing equipment and webcams must be switched off (disconnected) when not in use and the camera turned to face the wall.
· Children and staff must conduct themselves in a polite and respectful manner when representing the school in a video conference or when corresponding via a webcam. The tone and formality of the language used must be appropriate to the content and use.

Procedures to ensure safety of the school’s website

As the school has its own website it is important that the following measures are in place to ensure the safety of children and staff represented on this.

· The school has a designated member of staff (Headteacher) who is responsible for approving all content and images to be uploaded onto the website prior to it being published.
· The office staff, Computing Co-ordinator and Headteacher manages all aspects of placing content on the school's website, which complies with the Education Authority's guidelines. 
· Copyright of all material produced by the school for display on the school’s web pages belongs to the school. Permission to reproduce any other material will be sought and obtained from the copyright owner together with an appropriate acknowledgement.
· The contact details for the school will include only the school's postal address, e-mail address and telephone and fax numbers. 
· Pupils’ work and any photographs of pupils are only published with the written agreement of parents. Website photographs that include pupils will be carefully selected, and a pupil’s full name will never be used in association with photographs.
Procedures for using mobile phones and personal digital assistants (PDAs)

This section outlines the schools rules and procedures for the use of mobile phones (particularly camera phones) and portable hand held devices.

· Pupils are not permitted to have mobile phones in school. However, if they are required they must be kept in the school safe during lesson hours. The phone must be switched off during school hours.
· Pupils will be educated in the dangers of the malicious use of mobile phones and the making of hoax calls etc. and also action they can take if they fall victim of such incidents.
· Pictures or video footage are not to be taken by children or staff using mobile phones or PDAs.
· If mobile phones/ camera phones are used for inappropriate or malicious purpose, i.e. happy slapping, the sending of abusive text messages or unsavoury images, the making of hoax calls, crank or abusive phone calls, etc. The offending item should be saved and reported to an appropriate member of staff or trusted adult.
· Pupils/staff will be educated on what to do if they have access to inappropriate websites and content via mobile phones / PDAs. These again should be saved and a trusted adult informed. As these are not easy to police it is down to the individual to take the appropriate course of action.
Procedures for using wireless games consoles

The school does not permit the use of wireless games consoles within the school. However, as these can be used to access the internet and chat rooms, children/staff will be educated on their use.

· Any unwanted contact received via a wireless games console, which makes children feel vulnerable or uncomfortable, must be reported immediately to a trusted adult.
Procedures for using Portable Media Players (e.g. iPods)

The school at present does not permit the use of Portable media players by children during school hours.

· If a child is in possession of a Portable media player during school hours, these are to be stored in the school safe until the end of the day.
· Children / staff will be educated upon what to do if they have access to inappropriate websites and content, it is to be saved and reported to a trusted adult. As these are not easy to police it is down to the individual to take the appropriate course of action.
Communicating the school’s E-safety and Acceptable Use Policy
Informing pupils
· All users will be informed that network and Internet use will be monitored.

· Through carefully planned PSHE and Computing lessons, pupils are educated and given instructions on the safe and responsible use of the Internet
· Pupils will be made aware that the inappropriate use of the Internet or Email is a serious matter. 

· The school’s SMART thinking poster for e-safety and the Rules for the acceptable use of computers and online safety poster are displayed around school and referred to when pupils use technology and the internet. 

· In addition the Rules for the acceptable use of computers and online safety poster will appear on all netbooks, laptops and desktops once the user has logged onto the school network.

· Safe and responsible use of the Internet and technology will be reinforced across the curriculum and subject areas.

· Particular attention to e-Safety education will be given where pupils are considered to be vulnerable.

Informing staff

· The E-Safety/Acceptable use Policy will be formally provided to and discussed with all members of staff. (Appendix 3)
· Staff are made aware that internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential.

· Up-to-date and appropriate staff training in safe and responsible internet use, both professionally and personally, will be provided for all members of staff.

Informing parents / carers

· Parents will be made aware of the School’s E-safety / Acceptable Use Policy on the school’s website. 
· The school will obtain parental consent before publication of pupils' work or photographs. 
· Our own school website has links to CEOP and other e-safety sites for parental and pupil information/use/games. (Appendix 4)
· A partnership approach to e-Safety at home and at school with parents will be encouraged. This may include offering parent evenings with demonstrations and suggestions for safe home internet use, or highlighting e-safety at other attended events e.g. parent evenings.
· Parents are requested to sign the Home School Agreement which has reference to E-safety.
· Information and guidance for parents on e-safety will be made available to parents in a variety of formats.
Sanctions to be imposed if procedures are not followed

The following details steps to be taken if rules are broken and the types of sanctions the school intends to impose if procedures are not adhered to.
· Letters may be sent home to parents or carers.
· Users may be suspended from using school computers, internet or email, etc, for a given period of time.
· Details may be passed onto the police in more serious cases.
· Legal action may be taken in extreme circumstances.

Constant misuse will be considered on an individual basis by the Headteacher and sanctions agreed and imposed to fit the crime.

Concluding statement

We as a school are aware that the procedures in this policy will be subject to ongoing review and modification in order to keep up with advances in technology coming into the school, and this policy will not remain static. It maybe staff / pupils who wish to use an emerging technology for which there currently no procedures in place. Therefore emerging technologies will be permitted upon completion and approval of a risk assessment, which will be used to inform future policy updates.
Appendices
Appendix 1

Cyber-bullying
Cyber-bullying: bullying that occurs via mobile phone or the internet.

Email, instant messaging and social networking can help to foster and develop good social and communication skills if used appropriately. Staff are equally aware however, of some of the dangers and risks of the above.  In the online world, children can find themselves at risk from unwanted contact, inappropriate behaviour (cyber-bullying) and potentially harmful content.

Dangers

· Children and / or young adults might inadvertently access content of an unsavoury, distressing or offensive nature on the internet or receive inappropriate or distasteful emails.

· Children and / or young adults might receive unwanted or inappropriate emails from unknown senders or be exposed to abuse, harassment or `cyber-bulling’ via email, text or instant messaging, in chat rooms or on social networking websites such as Instagram, Snapchat, Facebook, Twitter etc.

· Chat rooms provide cover for unscrupulous people to groom children.

The children will learn about responsible online behaviour and be made aware of cyber-bullying.  The implications of cyber-bullying and safe use of the internet are embedded throughout the curriculum to develop children’s understanding of cyber-bullying and what to do if they are a victim.  PSHE lessons, assemblies, guided reading sessions, ICT-based lessons and online interactive games / activities are implemented by staff to support children’s understanding of this issue.  Parents are made aware of cyber-bullying via leaflets and information evenings.

Appendix 2
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       Rules for the acceptable use of computers

     and online safety

Please…

· look after the computers and IT equipment

· tell an adult if equipment or a program does not work properly

· switch off ‘pop ups’ with the cross 

· log off and shut down when you have finished

Online Safety 

· Never give personal details such as your name, address, telephone or internet passwords to anyone on the internet. Keep them private!

· Report any information that makes you feel uncomfortable to your teacher or an adult.

· Never respond to mean or unkind messages. Tell an adult instead.

· Never agree to get together with someone you meet online.

· Never send a person your picture without an adult’s permission. 

· Check with an adult before downloading or installing software. 

· Remember to use ‘Smart Thinking’ online. 

· Help your parents understand how to have fun and learn things online. Teach them about the technology you are using. 
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STOP and THINK 

Will the information you share keep you safe?

	M
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STOP and THINK 
Are your online friends who they say they are? 



	A
	Accepting 



.STOP and THINK
How do you know files and pictures are safe?

	R
	Reliable  
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STOP and THINK

How do you know that people or pages aren’t lying?

	T

	Tell 

STOP and THINK
Who can you tell if you feel upset or uncomfortable about something online?


Appendix 3
Warren Wood Primary School

The Internet and Email: Acceptable Use Policy

The Internet and Email are a rich source of information and communications capability that are an important part of modern life. Their appropriate use can greatly enhance teaching and learning at Warren Wood. The Internet is available to all users with a logon to the school server, and the broadband connection allows access at all times when the school is open. 

Conditions of use 

Personal Responsibility

Access to the networked resources is a privilege, not a right. Users are responsible for their behaviour and communications. Staff and pupils will be expected to use the resources for the purposes for which they are made available. Users are to take due care with the physical security of hardware they are using. Users will accept personal responsibility for reporting any misuse of the network to the Headteacher or Computing Co-ordinator. 

Acceptable Use

Users are expected to utilise the internet and email in a responsible manner. The list below provides some guidelines on how to do this:

· Be polite – never send or encourage others to send abusive messages.
· Use appropriate language – users should remember that they are representatives of the school on a global public system. Illegal activities of any kind are strictly forbidden.

· Do not use language that could be calculated to incite hatred against any ethnic, religious or other minority group.
· Privacy – do not reveal any personal information (e.g. home address, telephone number) about yourself or other users. Do not trespass into other user’s files or folders.
· Password – do not reveal your password to anyone.
· Pupils will not be allowed access to unsupervised and/or unauthorised chat rooms and should not attempt to gain access to them.
· Staff or pupils finding unsuitable websites through the school network should report the web address to the class teacher/Headteacher or Computing Co-ordinator.
·  Do not introduce ‘hard drives’ or ‘pen drives’ into the network without having them checked for viruses.
· Do not attempt to visit websites that might be considered inappropriate. 
Stockport’s filtering software, plus search engine tools such as Google’s Strict Safe Search and Pop-up Stopper should prevent the intentional or accidental download of inappropriate material. However, no filtering system is completely foolproof, so staff should always check sites they wish the children to use. For example, a site like CBBC’s Newsround may contain images or material that is appropriate for the Upper Juniors, but inappropriate for younger children: while a seemingly innocent search term may give an inappropriate result.

Pupils should be taught to ask a teacher’s advice if a ‘Pop up’ window appears. These can be closed with the cross in the top right hand corner.

Pupils should only receive and send Email via their Year Group Email. Any emails written by pupils should be checked by a teacher before being sent. The same applies to any written material (e.g. a story or book review to a site such as Stories on the Web). Such communications can be written in e.g. MS Word and copied and pasted before sending.

Pupils should be supervised when using the Internet or Email. They should be reminded (as appropriate for their age and ability) about possible dangers on the Internet: e.g. that they should never respond to advertisement pop ups, complete online forms, or give their full name, address or phone number. Pupils’ use of the Internet should always be directed: e.g. they should be looking for specific items on specific sites.

Pupils should be taught only to save those images / items which are useful or relevant or which may be needed in the future. A picture or text can be copied and pasted straight to a document to save memory space.

It is the responsibility of the User (where appropriate) to take all reasonable steps to ensure compliance with the conditions set out in this Policy document, and to ensure that unacceptable use of the Internet/Intranet does not occur.

Unacceptable use 
Inappropriate use of the Internet by adults is, of course, a serious matter: inappropriate use by pupils can be avoided by the sensible precautions outlined above. Any inappropriate material or concerns about the network security, internet or Email should be reported immediately to the Headteacher or Computing Co-ordinator. 

Examples of unacceptable use include but are not limited to the following:
· Users must login with their own user ID and password, where applicable, and must not share this information with other users. They must also log off after their session has finished.
· Users finding machines or laptops logged on under other users username should log off the machine whether they intend to use it or not.
· Accessing or creating, transmitting, displaying or publishing any material (e.g. images, sounds or data) that is likely to cause offence, inconvenience or needless anxiety.

· Accessing or creating, transmitting or publishing any defamatory material.

· Receiving, sending or publishing material that violates copyright law. 
· Transmitting unsolicited material to other users (including those on other networks).
· Unauthorised access to data and resources on the school network system or other systems.
· User action that would cause corruption or destruction of other users’ data, or violate the privacy of other users, or intentionally waste time or resources on the network or elsewhere.
Additional guidelines

· Users must comply with the acceptable use policy of any other networks that they access.
· Users must not download software without approval from the ICT system manage
Network Security
Users are expected to inform the administrator/Headteacher immediately if a security problem is identified. Users must login with their own user id and password, where applicable, and must not share this information with other users. 
Physical activity 
Staff users are expected to ensure that portable ICT equipment such as laptops, netbooks and IPADS are not left in view when the school is unoccupied, e.g. over night or at weekends.

Wilful damage
Any malicious attempt to harm or destroy any equipment or data of another user or network connected to the school system will result in loss of access, disciplinary action and, if appropriate, legal referral. This includes the creation or uploading of computer viruses. The use of software from unauthorised sources is prohibited.

Media Publications
Named images of pupils (e.g. photographs, videos, web pages etc.) must not be published under any circumstances. Written permission from parents or carers will be obtained before photographs of pupils are published on the school web site. Pupils’ work will only be published (e.g. photographs, videos, web pages etc) if parental consent has been given. 
Appendix 4

E-Safety contacts and references

CEOP (Child Exploitation and Online Protection Centre): www.ceop.police.uk 

Childline: www.childline.org.uk 

Childnet: www.childnet.com 

Click Clever Click Safe Campaign: www.clickcleverclicksafe.direct.gov.uk 

Cybermentors: www.cybermentors.org.uk 

Digizen: www.digizen.org.uk 

Internet Watch Foundation (IWF): www.iwf.org.uk 

Kidsmart: www.kidsmart.org.uk
Think U Know website: www.thinkuknow.co.uk
Virtual Global Taskforce — Report Abuse: www.virtualglobaltaskforce.com
www.teachernet.gov.uk/publications
www.childnet-int.org
www.educate.org.uk/
www.icteachers.co.uk/childrencyberhunts.htm
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